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Windows 2000
Windows XP

Windows Vista
Windows7

Windows8

WindowsS8. 1
Windows10
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Windows Server 2000
Windows Server 2003
Windows Server 2008
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Windows Server 2008455, IXLLIRAKIERME RS LRI MRS EERIE RS HRH
g5, LRSS T Windows B 200 5 M E .

a7 v R TR 52 52 Wi ndows B 7E RGARA R 4T H 14455 1. H.
WA ZIEMS1T-0 10 ATL 2% I\ 23 52 2| 520

REREHPIRF

# nmap —-sS —-p 445 -vv 192.168.1.1/24
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File View Actions Options Bookmarks Help

Do H|E ® a6l |l xu @ & ¢ L =m 2|8 © Website
IPvdFrom | 172 . 27 . 168 . 1 |To| 172 . 27 . 174 .25 |+ = & o G Geng
IP Address MAC Address Response Time Host Name TCP Ports

X, Options O X

General Additional Workstation Ports  Shares Applications Browsing View  Shortcuts

Check for open TCP ports (one or more, comma or dash separated)

445 B

|:] Display service names rather than port numbers

Check for open UDP ports

[Jons (53) [CINTP (123) MSSQL (1434)

[C]TFTP (69) [CINBNS (137) [C]RrADIUS (1812)
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https://github. com/countercept/doublepul sar-detection-script
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root@kali:~# python detect_doublepulsar_smb.py ——ip 192.168.175.128
[-1 [192.168.175.128] No presence of DOUBLEPULSAR SMB implant

root@kali:~# python detect_doublepulsar_smb.py ——ip 192.168.175.128
[+] [192.168.175.128] DOUBLEPULSAR SMB IMPLANT DETECTED!!!

root@kali:~# python detect_doublepulsar_rdp.py ——file ips.list —--verbose —-threads 1
[*%] [192.168.175.141] Sending negotiation request

[*%] [192.168.175.141] Server explicitly refused SSL, reconnecting

[%] [192.168.175.141] Sending non-ssl negotiation request

[%] [192.168.175.141] Sending ping packet

[-] [192.168.175.141] No presence of DOUBLEPULSAR RDP implant

[*x] [192.168.175.143] Sending negotiation request

[x] [192.168.175.143] Server chose to use SSL - negotiating SSL connection
[x] [192.168.175.143] Sending SSL client data

[*x] [192.168.175.143] Sending ping packet

[-]1 [192.168.175.143] No presence of DOUBLEPULSAR RDP implant

[x] [192.168.175.142] Sending negotiation request

[x] [192.168.175.142] Sending client data

[x] [192.168.175.142] Sending ping packet

[+] [192.168.175.142] DOUBLEPULSAR RDP IMPLANT DETECTED!!!

root@kali:~# python detect_doublepulsar_smb.py ——ip 192.168.175.136 —--uninstall
[+] [192.168.175.136] DOUBLEPULSAR SMB IMPLANT DETECTED!!! XOR Key: @x7c3bf3cl
[+] [192.168.175.136] DOUBLEPULSAR uninstall successful
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echo 15550 LU B 01 B iaAT”

netsh firewall set opmode enable

netsh advfirewall firewall add rule name="deny445” dir=in protocol=tcp

localport=445 action=block

FE:

Windows 32 73 445 i MHLANHE (bat)

REG ADD HKLM\SYSTEM\CurrentControlSet\services\NetBT\Parameters /v
SMBDeviceEnabled /T REG DWORD /D 0 /F&&sc config LanmanServer start=

disabled&&net stop lanmanserver /y

Windows x64 3755 4] 445 v 134 (bat)

REG ADD HKLM\SYSTEM\CurrentControlSet\services\NetBT\Parameters /v
SMBDeviceEnabled /T REG QWORD /D 0 /F&&sc config LanmanServer start=

disabled&&net stop lanmanserver /y
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Security Update for Windows XP SP3 (KB4012598)

http://download. windowsupdate. com/d/csa/csa/secu/2017/02/windowsx
p—kb4012598-x86—custom—
chs dca9bbadddad778cfd4b7349f154b51677£36775. exe

Security Update for Windows Server 2003 (KB4012598)
http://download. windowsupdate. com/c/csa/csa/secu/2017/02/windowss
erver2003-kb4012598-x86—custom—
chs b45d2d8c83583053d37b20edf5f041ecedeb4b80. exe

Security Update for Windows Server 2003 for x64 Systems
(KB4012598)

http://download. windowsupdate. com/c/csa/csa/secu/2017/02/windowss
erver2003-kb4012598-x64—custom—
chs 68a2895db36e911af59c2eel33baece8del1316b9. exe

Security Update for Windows 7 (KB4012212)

http://download. windowsupdate. com/d/msdownload/update/software/se
cu/2017/02/windows6. 1-kb4012212—
x86_6bb04d3971bbh8aedbac44219e7169812914df3f. msu
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Security Update for Windows 7 x64 (KB4012212)

http://download. windowsupdate. com/d/msdownload/update/software/se
cu/2017/02/windows6. 1-kb4012212—
x64 2decefaa02e2058dcd965702509a992d8c4e92b3. msu

Security Update for Windows Server 2008 R2 x64 (KB4012212)
http://download. windowsupdate. com/d/msdownload/update/software/se
cu/2017/02/windows6. 1-kb4012212—
x64 2decefaa02e2058dcd965702509a992d8c4e92b3. msu

Security Update for Windowsl0 ()

http://download. windowsupdate. com/c/msdownload/update/software/se
cu/2017/03/windows10. 0-kb4012606-
x86_8c¢19e23de2f192919d3fac069619e4a8e8d3492e. msu

Security Update for Windowsl0 x64 ()

http://download. windowsupdate. com/c/msdownload/update/software/se
cu/2017/03/windows10. 0-kb4012606-
x64 e805b81ee08c3bb0a8ab2cbcebbebb35127f8773. msu

Y IR R 224 T B B 2 A MR R L U AR # 10 5 3L 10 W
B Z (S B ARG IR A A www.dbappsecurity.com.cn UM ST 1 +86-0571-28860999



